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The sales management API allows you to consult all debit and credit transactions, launches,
payments, debits in general, adjustments, sales cancellations, chargebacks, obtaining the entire

financial statement of the establishment

About

With our package of APls, itis possible to reconcile sales and receivables on a daily basis, obtaining better cash flow management,

checking receivables, cancellations, adjustments, chargebacks, and other financial information relevant to the business.

APIs will allow you to automate your financial reconciliation process. Therefore, to generate more value for your business, it is

first necessary to understand how the sales flow with cards works and the way Rede groups sales within the payment.

Target Audience

Conciliators, accreditation partners, and large companies with dedicated development teams.
Benefits

» Allows accurate management of credit and debit sales.
+ Easy consultation of data and answers online.

» Security in information traffic.

+ Daily update (view D-1)

* Expert technical support

Sales flow with cards

MDR is made up of interchange fee
(issuer) + Fee (Card Brand Rate) +
Net MDR (amount after fee
discounts)

Transfer of the sale

Purchase of.product value (MDR discount)
or service
Consumer | Institution Acquirer
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Sales are the gross value (without MDR discount) of a given transaction. Each sale may have different criteria for receiving sales,

as they vary according to the type of card used in the transaction and the establishment's needs in relation to the receipt period.
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Payments

Rede has different possibilities for paying for sales (net amount), varying according to the type of card used in the transaction and

the establishment's need in relation to the receipt period.

» Debit: Sales made with a debit card are charged directly to the bank account (checking, savings, etc.) of the cardholder.
Once the sale is approved, the payment system will schedule the settlement of the amount subtracted at the
MDR/Administrative rate for the next business day (D+1).

» Credit: Sales made with a credit card, regardless of the modality (single payment/revolving, installments with or without
interest), have the standard feature of payment of maturities in 30 days, which are accounted for from the date the sale is
made. See the examples below:

o A sale made in a single payment/revolving mode will be paid in 30 days.

o Ifitis paid in interest-free installments, payment will occur every 30, 60, 90 days, depending on the number of
installments.

o Ifit has been carried out in installments with interest, the payment works as a kind of “financing” for the buyer. He
will pay the amount in installments with an increase in interest charged by the card issuer, but the establishment will

receive the payment in 30 days, very similar to the revolving one.

Due to these possible scenarios, the Rede payment system works as “blocks” grouping several sales in a payment “package”.

Thus, within 1 payment there may be more than 1 sale, as shown below:

payment/
receiving

(compound several sales)

- - .. -
RNbL ., Rk s, o .“ RAGL
- -. c

Gross value / performance ; Net value / cash flow

Bearing in mind the difference between a sale and a payment/receipt, to carry out the financial reconciliation flow, for example, it
is necessary to use two routes: one for sales management and the other for payment management — Within these two routes we

have a field common "SaleSummary" that can be used to find the sales that make up a payment/receipt.
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First Steps

Integration process

Before starting your integration with Rede, you can test our APIs in a Sandbox

Environment. Click here to check out our Sandbox Tutorial

To integrate with Rede APlIs in production, register the Organization, User, and Application by sending an e-mail to the Integrations

team with the information below:

Note: If you are a wholesale customer, forward your e-mail to your Direct Line Box.

If you are a retail customer or do not know your segment, forward your e-mail to ecommerce@userede.com.br.

. Name of the parther Company/Organization that will use Rede's APIs

. CNPJ of the Company/Organization

. E-mail of the Company/Organization

. Phone Number of the Company/Organization

. Niche of the Company/Organization (Bank, Accreditation Company, Sub-Accreditation Company, etc)
. Customer name

. E-mail of the Customer

0 N OO g A WODN =

. API(s) you wish to access

With this information, the Integrations team will register the organization, user, and application. The credentials will then be sent

to the partner.

Note: To use the API in Production, Rede must first certify the partner in the

Sandbox environment.

New Users Registration

New user registration must be requested by e-mail. If you are a wholesale customer, forward your e-mail to your Direct Line Box.
If you are a retail customer or do not know your segment, forward your e-mail to ecommerce@userede.com.br with the information
below:

1. CNPJ of the Company/Organization
2. Name of the User
3. E-mail of the User

New Applications Registration

New application registration must be requested by e-mail. If you are a wholesale customer, forward your e-mail to your Direct Line
Box. If you are a retail customer or do not know your segment, forward your e-mail to ecommerce@userede.com.br with the
information below:

1. E-mail of the User
2. API(s) you wish to access

Authentication and authorization
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Rede's APIs use OAuth 2.0, which is the industry-standard protocol for the authorization and authentication of users and
applications. This protocol is based in in simplifying the customer development for authorization flows for web applications,
desktop applications, cell phones, etc.

Endpoints

Endpoints are the URLs that will be used to call a particular service. They may vary depending on the environment and method

The composition is carried out as follows:

e Base URL

e API Version

e Service

Environment URL
Sandbox https://rl7-sandbox-api.useredecloud.com.br/oauth/token
Production https://api.userede.com.br/redelabs/oauth/token

Get Access Token
Through the generated credentials it will be possible:

1. To generate access tokens to be used in the business APIs.

2. To update the tokens previously generated.

First, configure the POST method with the url/route of the APl according to the environment (production or sandbox):

POST {{api_url}}/oauth/token

Then, there are two options:

a) Configure the ClientID and the SecretCode:

e TYPE: Basic Auth
e Username: ClientID

e Password: SecretCode

b) Enter the basic authorization in the request header in base 64.

How to generate the base 64 hash:

Concatenate the ClientID and the SecretCode with ":" and convert to base 64.

Next, it must be included in the header of the HTTP request in this way:

e Authorization: Basic (base 64 credentials in user:password format)

Complete the grant_type, username and password fields as follows.

e grant_type: password
¢ username: sent by the integration team

¢ password: sent by the integration team
Use the content-type application/x-wwww-form-urlencoded.

Generation of the refresh token and the first access token

15 de fevereiro de 2023
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With the grant_type password, the refresh token and the first access token will be generated.

NOTE: To renew the refresh token, use this same procedure.

Body of the response after token generation:

{
"access_token": “fc62bbbf-615c-45e8-878e~c2b9a652ed79",
"token_type": "bearer",
"refresh_token": "92223909-356f-4427-a3aa~-36e011bffcla",
"“expires_in': 2399,
“scope': Scope of access to services according to user

The expires_in field tells you when the access_token will expire, it gives the expiration time in seconds; the scope field defines

which accesses were released to the application.
Refreshing the access token

The access token that is used in the APIs needs to be refreshed every 24 minutes through the parameter grant_type refresh_token

and by informing the refresh token generated in the previous step. The refresh token expires every 24 hours.
Using the access token

The generated access token must be used in the header of the business API calls.

Params Authorization Headers (7) Body Pre-request Script Tests Settings
Headers <© 5hidden
KEY VALUE DESCRIPTION
Authorization Bearer fc62bbbf-615¢c-45e8-878e-c2b9a652ed79 Bearer services access token {{access.token}}

OAuth - Formatting

OAuth - Encoding

To use Rede's APIs you will need to configure your application to use the UTF-8 encoding.
OAuth - URL Encoding

URL encoding is a mechanism for encoding information into a URI (Uniform Resource Identifier) under certain circumstances.
Although it is known as an URL encoding, it is actually used more generally in the main URI (Uniform Resource Identifier) set,
which includes the Uniform Resource Locator (URL) and the Uniform Resource Name (URN). As such, it is also used when
preparing data of the "application / x-www-form-urlencoded" media type, as is often used when submitting HTML form data in
HTTP requests.

This mechanism is used as a working standard on Rede for requests on our OAuth.

OAuth - QueryString

The QueryString is a model for maintaining page state using sets of URL-attached pairs/values.
Currently, this model is mainly used on websites, but it can also be used on the server side.

To use this model, after the URL of some page or API, the first value is added by using the following syntax: ?Key=Value. To pass

more than one set, they shall be concatenated by using the joker character &.
This model is also used as a working standard on Rede for requests on our OAuth.

OAuth - JSON
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JSON (JavaScript Object Notation) is a standard for describing data for exchange between systems. It is simpler and lighter than
XML. By default the whole API handles JSON, both for receiving information (POST and PUT methods) and for returning it (GET
method). Due to this standardization, for the POST and PUT calls it is necessary to inform the HTTP Header content-type:
application/json. Otherwise, you will get an HTTP 415 error: Unsupported Media Type.

This standard is used on Rede for our OAuth returns.

Documentation

Technical prerequisites

The integration mechanism is simple, so knowledge of web programming language, HTTPS requests, and handling of JSON files

are required to successfully deploy the solution.

Ratification and TLS Certificate 1.2
Using Rede's APls, all your integrations shall be made by using HTTPS/TLS 1.2.

The partner that does not meet the security standards required by Rede may have the right to use the APIs suspended.

Membership and Token

To start your integrations with Rede's APIs, it will be necessary to reqister your Company/Organization with some basic

information.

To carry out your company's registration and authentication process, see our authentication documentation to get your token of

access to our APls.

URLs

The URLs will be used for calling up a certain service. They may vary depending on the HTTP environment and method.

Environment URL
Sandbox https://rl7-sandbox-api.useredecloud.com.br
Production https://api.userede.com.br/redelabs

HTTP Methods

HTTP methods for RESTfull services will be used for requesting the APls.

HTTP VERB DESCRIPTION
POST Used when creating resources or sending information that will be processed.
GET Used for queries of existing resources.
PUT Used to update an existing resource.
DELETE Used to remove an existing resource.
Formatting
Encoding

15 de fevereiro de 2023 n


https://developer.userede.com.br/gestao-acessos%23processo-integracao
https://developer.userede.com.br/gestao-acessos%23autenticacao-autorizacao
https://rl7-sandbox-api.useredecloud.com.br/
https://api.userede.com.br/redelabs

=l | DEVELOPER PORTAL

To use Rede's APIs you will need to configure your application to use the UTF-8 encoding.
JSON

JSON (JavaScript Object Notation) is a standard for describing data for exchange between systems. It is simpler and lighter than
XML. By default, the whole API handles JSON, both for receiving information (POST and PUT methods) and for returning it (GET
method).

Due to this standardization, for POST and PUT calls it is necessary to inform the HTTP Header content-type: application/json.

Otherwise, you will get an HTTP 415 error: Unsupported Media Type.

Sales Management APls

https://developer.userede.com.br/dev-portal-swaggers/gestao-vendas/swagger.json

Introduction

Welcome to Rede's Reconciliation APl documentation. Here are documented the operations responsible for managing sales,
payments, and receivables of the commercial establishment and consultation of debit and credit transactions, entries, payments,

debits in general, adjustments, sales cancellations, chargebacks, obtaining the entire financial statement of the establishment.

All the fields in the APIs will be divided into business groups for easier understanding, and some fields have a discrete domain or

supporting table to make it easier to fill in the fields when calling the API.

Servers
https://rI7-sandbox-api.useredecloud.com.br - RaaS Sandbox Address

Read more: https://developer.userede.com.br/gestao-vendas#lista-apis

Sandbox Tutorial

Hello, welcome to the Sandbox of Rede's Reconciliation APlIs. :D

To use our Sandbox environment, you need to access the “My Projects" menu in the logged-in area and create a project
associated with the Reconciliation APIs package. At this point, test credentials will be generated, which shall only be used in our

Sandbox environment.

On the Starting Point page, we show you a step-by-step guide on how to use Sandbox credentials.

Our sandbox works with predefined scenarios. With this, observe the data listed below for each service. Just an observation, only
the services listed in this section are available in the sandbox environment, the others continue with the integration in the

ratification environment.

Consult Sales
Brings detailed information on transactions carried out by the establishment.
Route: /merchant-statement/v1/sales/

To query the establishment's sales, consider the Parent Company Numbers listed below in all requests from the sandbox

15 de fevereiro de 2023
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environment:

Point of Sale

13381369

22523510

Consult Sales by Card Brand

To filter the establishment's sales by card brand, consider the values below:

Point of Sale (parentCompanyNumber) Card Brands
13381369 1
22523510 1

Consult Sales by modality

To filter the establishment's sales by modality, consider the values below the card brand and the modality:

Point of Sale

Card Brands Modalities
(parentCompanyNumber)
13381369 1 CREDIT
22523510 1 CREDIT

Consult Sales by modality

To filter the establishment's sales by status, consider all the values below:

Point of Sale

Card Brands Modalities Status
(parentCompanyNumber)
13381369 1 CREDIT APPROVED
22523510 1 CREDIT APPROVED

Consult Sales by Defining List Size

The sales query API allows the user to enter the number of sales that will be viewed per page from the size field. Also, the

response from this query can bring data for paging.

Point of Sale (parentCompanyNumber) Size
13381369 5
22523510 5

Consult Sales by card brand and modality

To filter the establishment's sales by card brand and modality, consider all the values below:
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Point of Sale

Card Brands Modalities
(parentCompanyNumber)
13381369 1 CREDIT
22523510 1 CREDIT

Consult Sales by card brand and status

To filter the establishment's sales by card brand and status, consider all the values below:

Point of Sale

Card Brands Status
(parentCompanyNumber)
13381369 14 APPROVED
22523510 14 APPROVED

Consult Sales by modality and status

To filter the establishment's sales by modality and status, consider all the values below:

Point of Sale

Modalities Status
(parentCompanyNumber)
13381369 DEBIT APPROVED
22523510 DEBIT APPROVED

Consult Sales by NSU

Route: /merchant-statement/v1/sales/(parentCompanyNumber)/daily

URL: https://payments-apisandbox.useredecloud.com.br

To filter the establishment's sales by NSU, consider all the values below:

Point of Sale

Start date End date Expected outcome
(parentCompanyNumber) (startDate) (endDate) P
1254405 2022-11-22 2022-11-28 Processing completed successfully.
An error occurred in the request, display of the failure
1254405 Not Informed 2022-11-28 message ‘Missing data for required field.' for the

startDate attribute

An error occurred in the request, display of the failure
1254405 2022-11-22 Not Informed message 'Missing data for required field." for the

endDate attribute

Consult Installments
Brings information about the installment transactions of the commercial establishment.

Route: /merchant-statement/v1/sales/installments/
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To query the installment sales of the establishment, consider the Parent Company Numbers listed below in all requests from

the sandbox environment:

Point of Sale (parentCompanyNumber)

13381369

22523510

Consult Instaliments defining filled size

The installment query API allows the user to inform the number of payments that will be viewed per page from the size field.

Also, the response from this query can bring data for paging.

Point of Sale (parentCompanyNumber) Size
13381369 5
22523510 5

Consult Payments - CIP Summary View
Brings summarized information on payments related to transactions carried out by the establishment.
Route: /Imerchant-statement/v1/payments/

To check the establishment's payments, consider the Parent Company Numbers listed below in all requests from the sandbox

environment:

Point of Sale (parentCompanyNumber)

13381369

22523510

Consult Payments by Card Brand

To filter merchant payments by card brand, consider the values below:

Point of Sale (parentCompanyNumber) Card Brands
13381369 1
22523510 1

Consult Payments by status

To filter property payments by status, consider all of the values below:

Point of Sale (parentCompanyNumber) Status
13381369 PENDING
22523510 PENDING

See Payments by Transaction Type
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To filter the merchant's payments by type of movement, consider all the values below:

Point of Sale " - (t )
ovemen E es
(parentCompanyNumber) ype (P

13381369 DEBIT

22523510 DEBIT

15 de fevereiro de 2023
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Consult Payments by defining list size

The payment query API allows the user to enter the number of payments that will be viewed per page from the size field. Also,

the response from this query can bring data for paging.

Point of Sale (parentCompanyNumber) Size
13381369 1
22523510 1
13381369 5
22523510 5
13381369 10
22523510 10

Consult Payments by card brand and status

To filter merchant payments by card brand and status, consider all the values below:

Point of Sale

Card Brands Status
(parentCompanyNumber)
13381369 2 PAID
22523510 2 PAID

Consult Payments by card brand and type of movement

To filter the merchant's payments by card brand and type of movement, consider all the values below:

Point of Sale Movement Type
Card Brands
(parentCompanyNumber) (types)
13381369 7 CREDIT
22523510 7 CREDIT

Consult Payments by status and type of movement

To filter the establishment's payments by status and type of movement, consider all the values below:

Point of Sale Movement Type
Status
(parentCompanyNumber) (types)
13381369 PENDING CREDIT
22523510 PENDING CREDIT

Consult Payments - Credit Order View
Brings information from Credit Orders related to a commercial establishment
Route: Imerchant-statement/v1/payments/credit-orders/

To consult the establishment's credit orders, consider the Parent Company Numbers listed below in all requests from the
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sandbox environment:

Point of Sale (parentCompanyNumber)
13381369
22523510

Consult Payments by defining list size

The query API payments view credit order allows the user to enter the number of payments that will be viewed per page from

the size field. Also, the response from this query can bring data for paging.

Point of Sale (parentCompanyNumber) Size
13381369 1
22523510 1
13381369 5
22523510 5

Consult Debits - Detailed View
Brings detailed information on adjustments to expected debts for the commercial establishment.
Route: Imerchant-statement/v1/charges/

To check the establishment's debts, consider the Parent Company Numbers listed below in all requests from the sandbox

environment:

Point of Sale (parentCompanyNumber)
13381369
22523510

Consult Debits by defining the size of the list

The debt query API allows the user to enter the number of payments that will be viewed per page from the size field. Also, the

response from this query can bring data for paging.

Point of Sale (parentCompanyNumber) Size
13381369 1
22523510 1
13381369 5
22523510 5
13381369 10
22523510 10
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Consult Debts - Summary View
It provides information about the debts of the commercial establishment in a summarized form.
Route: Imerchant-statement/v1/charges/summary/

To query the establishment's debts in a summarized view, consider the Parent Company Numbers listed below in all requests

from the sandbox environment:

Point of Sale (parentCompanyNumber)
13381369

22523510
Consult Receivables
It provides information about receipts from the commercial establishment.
Route: Imerchant-statement/v1/receivables/

To consult the merchant's receivables, consider the Parent Company Numbers listed below in all requests from the sandbox

environment;

Point of Sale (parentCompanyNumber)
13381369

22523510

Consult Receivables by Type

To filter the establishment's receivables by type, consider all the values below:

Point of Sale (parentCompanyNumber) Types
13381369 DAY
22523510 DAY
13381369 MONTH
22523510 MONTH

Consult Receivables defining filled size

The receivables query API allows the user to enter the number of payments that will be displayed per page from the size field.

Also, the response from this query can bring data for paging.

Point of Sale (parentCompanyNumber) Size
13381369 1
22523510 1
13381369 5
22523510 5
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Point of Sale (parentCompanyNumber) Size
13381369 10
22523510 10

Consult List of Debit Adjustments
Route: /Imerchant-statement/v1/charges/adjustment-types/

Brings information on adjustments to expected debts for the commercial establishment. To access this query in the sandbox

environment, it is not necessary to inform additional parameter.
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